UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO VUNG TAU Poc 1ap — Tw do — Hanh phic

S6:3476 JUBND-VHTT Viing Tau, ngay 19 thang 4 nam 2022
V/v canh béo nguy co tan cong
vao h¢ thong thong tin cua cac co
quan, to chic théng qua 16 hong
bao mat Spring4Shel.

Kinh gui:
- Cac phong, ban chuyén mén truc thudc;
- UBND céc phuong, xa.

UBND thanh phé Viing Tau nhan duoc van ban sé 493/STTTT-VTCNTT
ngay 08/4/2022 ciia S& Thong tin va Truyén thdng vé viéc du bao nguy co tin cong
vao hé théng thdng tin cia cac co quan, to chic thdng qua 15 hong bao mat
Spring4Shell,

Dér dam bao an toan an ninh thdng tin cua cac co quan, don vi trén dia ban
thanh pho Viing Tau, UBND thanh pho Viing Tau c6 y kién nhu sau:

1. Théng tin vé 16 hong bao mat Spring4Shell:

L& hong bao mat Spring4Shell ton tai trong Spring Core, mot thanh phan 16i
trong bo ma nguén mo Spring Framework, anh huéng dén tng dung su dung
Spring Core véi phién ban JDK >=9.0. M4 khai thac 16 hong nay da duoc cong
khai trén Internet trong khi 15 hong con chua c6 ma 16i quoc té (CVE) va chua co
ban va chinh thirc tir nha phat trién. LS hong nay dugc danh gia rat Nghiém trong,
cho phép d6i tuwong tan cong thuc thi ma tir xa va klem soat hé thong. Lb hong
Spring4Shell dic biét nguy hiém boi cac nha phat trién thuong st dung code mau
cho cac tmg dung cua ho. Vi thé, nhiéu tmg dung dimg trudc nguy co bi tin cong
truc tuyen

2. Cac bién phap can trién khai thyc hién:

- Kiém tra, ra soat va xac minh hé théng théng tin co st dung Spring core.
Trong truong hop bi anh huong, don vi can thuc hi‘én cac bién phép khac phuc thay
the trong thoi gian cho ban va duge phat hanh; dong thoi nang cap cac ang dung
va thanh phan lién quan c6 kha nang bi anh huong.

- Tang cuong giam sat va san sang phuong 4n xt ly khi phét hién cé dau
hiéu bi khai thac, tan céng mang; dong thoi thuong xuyén theo ddi kénh canh bao
Cla cac co quan chuce nang va cac t6 chuc 16n vé an toan thong tin dé phét hién kip
thoi cac nguy co tan cong mang.

- Pé khic phuc 15 hong, quan tri CNTT can cip nhat 1én cac phién ban sau:
« Spring Framework 5.3.18 va Spring Framework 5.2.20.
« Spring Boot 2.5.12.
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o Spring Boot 2.6.6 (s€ sém dugc tung ra).
- Trong trudng hop can hd tro lién hé:
+ Cuc An toan thdng tin: Trung tdm Giam sat an toan khéng gian mang quéc
gia (NCSC), dién thoai: 02432091616, thu dién tir: ncsc@ais.gov.vn;

_ + 36 Thong tin va Truyén thong Ong Trang Mach Hoang Nguyén, Phong
Vién théng - CNTT; bién thoai: 0254.3512226, 0909.813.717; Email:
nguyentmh@sotttt.baria-vungtau.gov.vn;

+ Trung tdm cdng nghé thdng tin va truyén théng tinh Ong Pham Huynh

Quang Vinh, Trung tdm CNTT va Truyén théng tinh; Dién thoai: 0908.380.621;
Email: vinhphg@sotttt.baria-vungtau.gov.vn;

+ Phong Vin héa va Thong tin Ong Tran Trung Kién; Dién thoai:
0919.040.082; Email kientt@vungtau.baria-vungtau.gov.vn.

Dé nghi Tha truéng cac co quan, don vi ra soét trién khai thuc hién./.

Noi nhan:

- Nhu kinh gui;

- TTr.Thanh uy (b/céo);

- Chu tich UBND TPVT (b/céo);
- Chanh, cac PCVP;

- Phong VHTT (theo doi);

- Bo phan CNTT Van phong;

- Luu: VT.

Vii Hong Thuan
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